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Welcome to the focus day on  
CYBERSECURITY & HEALTHCARE

Cybersecurity and healthcare are bound to work together!

The healthcare sector is facing major challenges with an ageing population, the 
need for better homecare, doctor shortages in rural areas. But it will also benefit 
from the digital transformation for better prevention and diagnosis. In that respect, 
digital technologies are keys to improve healthcare delivery. 

However, security issues are often downplayed despite being a significant threat 
to digital systems (as the recent WannaCry attack reminded us when it hit the UK 
National Health Service). 

Some of the components of the healthcare digital environment already at risk 
include patient data records, health care IT networks, connected medical devices, 
biomedical equipment, and telemedicine.

With this conference specific security issues will be addressed such as:
 � Security of connected medical devices and biomedical equipment,
 � Patient data anonymisation,
 � Cloud security,
 � Personal data access and protection,
 � Telemedicine.

During this day, we hope you will benefit from the expertise of our speakers, panel 
experts and you will enjoy meeting and sharing with all the participants. 

Have a great conference!

Organisation committee
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Agenda
08:30 Registration and coffee

09:00 Can healthcare and security go hand in hand ?
Philippe LOUDENOT - In charge of cybersecurity division at the Ministry of Health

09:30 The Future of Healthcare – Scotland: paving the way
Pr. William (Bill) BUCHANAN - PhD, FBCS, FIET, OBE - Professor of Computing, Edinburgh 
Napier University

10:00 From Anonymity to Differential Privacy, and Beyond
Catuscia PALAMIDESSI – LIX/Polytechnique, INRIA 

10:30 Coffee break

11:00 M-health: the legal issues of connected objects 
Marion DEL SOL  - Law professor & 
Margaux REDON -  PhD student in law - Rennes 1 University, IODE (UMR)

11:45  A practical experiment of Translationnal Research : the MUSIC experiment 
 Éric GUIFFARD - Head of the “Connected Healthcare” laboratory, B<>Com 

12:15 Citizen reserves cyberdefence network : raising the nation’s awareness of cyber 
defence issues. Dematerialised data and human reality
Gabriel BREIT - Cyberdefence Citizen Reservist 

12:30 Cocktail buffet

14:00 Feedback: A cyber attack in an hospital
Pr. Jean-Yves Gauvrit - Pontchaillou Hospital, Rennes University Hospitals

14:15 Cyber security: the healthcare industry’s challenges and specificities
Hervé TROALIC – SODIFRANCE 
Vincent TRÉLY – chair of APSSIS (association for the security of healthcare IT systems)

15:00 Privacy and Security in the Genomic Era
Erman AYDAY – Assistant Professor of Computer Science - Bilkent University, Ankara, 
Turkey

15:30 Security of connected health devices
Yann ALLAIN – Director, security consulting division for IS and connected objects (IoT) - 
SERMA Safety & Security 
Fabien PRESTAVOINE - R&D manager - STAGO

16:00 Coffee break

16:30 Blockchain and Health Care
Pr. William (Bill) BUCHANAN - PhD, FBCS, FIET, OBE - Professor of Computing, Edinburgh 
Napier University

17:00

17:30

Outsourcing imaging data to the cloud: when security gets in the way of innovation
Michel COZIC – CEO of Medecom
Pr. Gouenou COATRIEUX – IMT Atlantique, Inserm UMR1101 LaTIM, France
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Detailed agenda &  
Presentation of the speakers

Philippe LOUDENOT      09:00
In charge of cybersecurity division at the Ministry of Health

Can healthcare and security go hand in hand ?
With the boom in digital technology and the development of connected objects, the risks 
related to information system security in the health sector have gone in a few years 
from being almost anecdotal to now being a multiple, structured and organized threat, 
which can cause considerable technical and financial damage and put patient lives 
in danger. The incidents reported to the HFDS service over the last 3 years show that 
our systems are under attack daily and are fragile. Special attention must be given to 
attacks related to connected objects or the waves of ransomware attacks. We were all 
struck last May by how health structures in the United Kingdom came to a halt because 
of a massive computer virus attack. Our organizations are regularly confronted with 
cyber-attacks from malware. This is very worrying. But people must be afraid, their 
awareness must be raised and above all they must be conscious of the threat in order 
to be able to rebound.  The positive point is that we know what to do, now we just 
have to do it! Now, digital security must become a pillar of our digital transformation.

Following his career at the Ministry of Defense, Philippe LOUDENOT became national head of information 
system security for the Armed Forces Medical Services. After a period as Deputy Information Systems 
Security Officer with the Ministry of Health, he was appointed to the Prime Minister’s office, where 
he was involved in creating and setting up the Prime Minister’s Chief Defense and Security Officer’s 
service. He was then appointed as Information System Security Officer, advising departments of the 
Prime Minister’s Office, which are independent judicial and administrative authorities with regard to 
cybersecurity. He then joined the Chief Defense and Security Officer’s department for the Social Affairs 
Ministries, as CISO.

Pr. William (Bill) BUCHANAN  
PhD, FBCS, FIET, OBE - Professor of Computing – Edinburgh Napier 
University

The Future of Healthcare – Scotland: paving the way     09:30
This presentation will outline some of the key challenges within health and social care, 
including the increasing requirements to share health care data. It will outline the design 
of a citizen-focused health and well-being infrastructure, and how this can be matched 
with GDPR. The presentation will outline the successes around information sharing and 
how this is being applied into improved health care across cities.

Blockchain and Health Care     16:30
This presentation will outline the evolving methods which can used to improve the security of 
health care data. It will outline how emerging methods of blockchain and cryptography can be 
used to improve trust levels, including a demonstration of the tracking of health care devices.
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Prof Bill Buchanan is a Scottish computer scientist. He leads the Centre for Distributed Computing 
and Security at Edinburgh Napier University, is the Director of The Cyber Academy and a Fellow of the 
British Computer Society and the Institution of Engineering and Technology.  He has been named as 
one of the Top 100 people for Technology in Scotland since 2012, winner of the “Cyber Evangelist of 
the Year” at the Scottish Cyber Awards 2016 and was also included in the FutureScot 2016 «Top 50 
Scottish Tech People Who Are Changing The World».
His expertise includes security, next generation user interfaces, Web-based infrastructures, e-Crime, 
intrusion detection systems, digital forensics, e-Health, mobile computing, agent-based systems, and 
simulation. Bill has one of the most extensive academic sites in the World, and is involved in many 
areas of novel research and teaching in computing. He has published over 27 academic books, and 
over 200 academic research papers, along with several awards for excellence in knowledge transfer, 
and for teaching.  
He has extensive experience in delivering successful projects, and has a track record of success within 
the development of research, academic and commercial training programmes including with three 
successful spin-out companies; Zonefox, Symphonic Software and Cyan Forensics. 
Bill regularly appears on TV and radio, such as BBC Panorama, Newsnight Scotland, Good Morning 
Scotland, and Radio 5 Newsdrive.  He has given evidence to the Justice Committee at the Scottish 
Parliament, along with being part of the BBC Scottish Independence Team of Experts in Cyber Security. 
Bill is Editor in Chief of The Journal of Cyber Security Technology. 
Bill was awarded an OBE in the Queen’s Birthday Honours list, June 2017.

Catuscia PALAMIDESSI    10:00
Director of Research at INRIA Saclay

From Anonymity to Differential Privacy, and Beyond
Data sanitization to protect privacy has been traditionally relying on more and more 
sophisticated anonymization techniques. Several attacks, however, have shown the 
inherent limits of this approach, and a conceptually totally different proposal has emerged: 
differential privacy. This talk will revise the main milestones of the research on privacy 
protection, the framework of differential privacy and the guarantees that it offers on data 
sets, and some recent extension of the underlying principle to other domains, in particular 
that of location privacy.

Catuscia Palamidessi is Director of Research at INRIA Saclay, where she leads the team COMETE. She 
got her PhD from the University of Pisa in 1988. She held Full Professor positions at the University of 
Genova, Italy (1994-1997) and at the Pennsylvania State University, USA (1998-2002). 
Catuscia Palamidessi’s research interests include Privacy, Secure Information Flow, and Concurrency. 
Her past achievements include the proof of expressiveness gaps between various concurrent calculi, 
and the development of a probabilistic version of the asynchronous  pi-calculus. More recently, she has 
contributed to establish the foundations of probabilistic secure information flow, she has proposed an 
extension of differential privacy, and geo-indistinguishability, an approach to location privacy.

Marion DEL SOL, Law professor - Rennes 1 University    11:00 
& Margaux REDON, PhD student in law - Rennes 1 University

M-health: the legal issues of connected objects
This presentation will address the risks of health profiling, the legal issues related to health 
insurance (discriminatory tariffs, observance conditions, etc.). It will also deal with the conditions 
regulating the sale of connected devices, and the storage and processing of collected data. 
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Marion DEL SOL:
Marion Del Sol is Professor of Private Law and head of the IODE Research Unit (UMR 
CNRS 6262/Rennes 1 University). Her research interests lie in the general area of 
Employment and Social Security Law, with a special interest in the interaction 
between labor laws and Social Security legislation. Her current research interests 
include corporate employee protection measures, the interaction between 
national Social Security insurance and supplementary insurance schemes, work-
related health issues and the relationship between corporate risk prevention and 
employee insurance schemes.
She is currently the scientific coordinator for the multi-disciplinary MaRiSa research project, certified 
and funded by the ANR National Research Agency, which involves 17 researchers (Oct. 2017-Oct. 
2020): «The Health Risk market: development, governance and innovation». This project aims to 
study changes in the supplementary health insurance market, in particular following the mandatory 
extension of corporate supplementary health insurance coverage to all employees, and its impact 
on state-funded social security schemes. The project addresses the issue of whether this particular 
private market can be socially beneficial to all, and not just about generating financial returns.
She is also involved in the PROFILE project: Online profiling risk analysis and control: a holistic approach 
bringing together law, information processing and sociology (LabexCominLabs – dir. Maryline Boizard 
and Benoît Baudry).

Margaux REDON:
Margaux REDON is currently studying for a PhD in law with the IODE research unit (UMR CNRS 6262/
Rennes1 University). She graduated with two Master’s degrees, in Business Law and Commercial Law 
in relation to the Digital Economy from the Paris Panthéon-Sorbonne University.
She is currently working on a doctoral thesis on Connected Devices, risk prevention and health 
insurance (supervised by Marion Del Sol) and teaches as an assistant professor at the Rennes 
University Law School. She is also involved in two research projects: the PROFILE project on Online 
profiling risk analysis and control: a holistic approach bringing together law, information processing 
and sociology (LabexCominLabs – directed by Maryline Boizard and Benoît Baudry) and the MaRiSa 
project The Health risk market (ANR funded – coord. Marion Del Sol).

Éric GUIFFARD    11:45
Head of the “Connected Healthcare” laboratory b<>com 

A practical experiment of Translationnal Research: the MUSIC 
experiment 
In the MUSIC experiment, we created a bridge between OFSEP (Observatoire Français de 
la Schlérose En Plaques, French Observatory of Lateral Schlerosis) and research institutes 
developping algorithms able to detect and track treatment efficiency.

In order to comply with safety and «Privacy/Confidentiality» requirements, we based 
our approach on regular tools used for «Clinical Research» supported by DICOM 
«Anonymisation Profiles». We created a dedicated profile enhancing the «fuzzying» of 
potentially identifying data (such as Patient’s Weight) and a mechanism to reidentify 
«derived» data computed by these algorithms.

After graduating from the Ecole des Mines de Douai, Eric Guiffard began his career in 1992 as a 
design engineer for computer simulations (energy, aerospace, transportation, and defense). He then 
entered an Early Study Program for French DGA (french equivalent of DARPA in USA) in collaboration 
with the national research institutes for aerospace and computer science (ONERA and INRIA), in the 
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field of intensive computing on PC clusters and Model Engineering. In 2006, he joined Supersonic 
Imagine, a medical imaging start-up that makes an ultrasound scanner that can measure tissue 
elasticity. As Assistant Software Director, he helped build up the team (hiring, training), create the 
general architecture, and focus on regulatory aspects, ultimately earning marketing authorizations in 
Europe and the United States in 2009. 
Eric joined b<>com in September 2016 as Head of the “Connected Healthcare” laboratory, where he 
leads a multi-disciplinary team that researches connectivity for medical devices.

Gabriel BREIT    12:15
Cyberdefence Citizen Reservist 

Citizen reserves cyberdefence network: raising the nation’s 
awareness of cyber defence issues. Dematerialised data and human 
reality
This presentation addresses the patient’s perspective on personal data use and 
protection. It also addresses the behavior of medical staff, consultants and nurses and 
ancillary staff, hospital managers and Information Systems Security Officers, who require 
both technical support (for the implementation of the tools presented elsewhere in the 
other conferences) and organizational support to help them perform more effectively. (In 
this connected environment, even more so than elsewhere, humans must be in control of 
the digital systems, and not the other way round.)

After more than 10 years at the DGA (French Government Armaments Agency), Gabriel Breit, an ENSEA 
engineering graduate, moved to the Atos Group, where he managed a number of projects, before being 
appointed Director of the Rennes International Telecom Service Center in 2005. The Center had over 
300 employees on its payroll. In 2008, he joined Wordline, an Atos Group subsidiary, and managed 
complex operations for the French Interior Ministry, before joining Santeos health care services. 
Gabriel Breit is also an auditor for the IHEDN National Defense Institute and a certified member of 
the Cyber-defense citizens reserve. As a member of the reserve force, he takes an active part in digital 
security awareness-raising sessions.

Pr. Jean-Yves GAUVRIT    14:00
Head of Medical Imaging and Explorations Functional - Pontchaillou 
Hospital, Rennes University Hospitals

Feedback on the life at hospital when it is in the middle of coping 
with a cyber attack 
Jean-Yves Gauvrit is a professor of radiology, specialized in diagnosis and therapeutic neuroradiology. 
He was trained as a radiologist at the Lille CHU for 15 years then specialized in neuroradiology in one 
of the highest quality services in France (Professors Pruvo and Leclerc) in strong interaction with Lille 
neurosciences renowned as being very dynamic.
He also worked for several months in the neuroradiology service at the Centre Hospitalier Sainte Anne 
in Paris, with Professor Meder, on new MRI techniques and in the Department of Neuroradiology at 
NYU Hospital in New York, with Professor Law, renowned worldwide for his work on brain tumor 
imaging.
He arrived at the Rennes CHU in 2007 and put together a team of collaborators which enabled 
neuroradiology to be developed in the hospital. With his team, he works closely with other services 
and professionals in the region. With his radiologist colleague from Brest CHU, they created CREBEN 
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in 2009 (Breton Regional Center of Neuroradiology Expertise), which received the Altran prize for 
innovation in 2010. This center has become a major tool in stroke care.
Since 2015, he has been responsible for the imaging center for Rennes CHU and is the medical 
correspondent for the establishment for the planned future CHU. 

Hervé TROALIC SODIFRANCE & Vincent TRÉLY, Chair of APSSIS (association for 
the security of healthcare IT systems)    14:15
Cyber security: the healthcare industry’s challenges and specificities
The health system is not spared by the issue of digital insecurity. Clinics and Hospitals, 
personal health data collectors and managers handling massive amounts of data and with 
increasingly complex, interconnected and territorial information systems, are threatened 
and regularly impacted by security incidents. Virus attacks, data theft and blackmail, 
taking control of biomedical devices (MRI, PETSCAN, communicating objects) combined 
with often inappropriate user behavior are now the daily fare of ISSMs, CIOs and Security 
Administrators.
After a short overview of the threat and recent examples of incidents in the health system, 
Vincent Trély and Hervé Troalic will detail the obstacles and levers that go hand in hand 
with the Health IS security initiatives, by putting themselves in the place of an ISSM, a 
Managing Director and a Doctor.

Hervé TROALIC
Hervé Troalic has over 20 years’ experience in the field of IS Security. He began his 
career as an expert in Information Systems Security (ISS) for the DGA, then as an 
expert in intrusion testing. He then went on to manage security issues for a «pure 
player» before heading Orange’s security consultancy service.
Today, he heads SODIFRANCE’s Consultancy and Security services, acting as 
an expert in many different areas, such as the ISO 27001 standard, risk analysis, 
security policies and incident response. He has worked in a wide range of fields, particularly in the 
health care sector, where his expertise is valued in the area of hospital information systems, working 
on projects such as the Digital Hospital or the Personal Health Data Hosting Certification project. Hervé 
TROALIC is also SODIFRANCE’s CISO.

Vincent TRÉLY
Vincent TRELY graduated as an engineer from ESIEA in 1997, with one of the 
first Master’s theses devoted to ISS, entitled «Heterogeneous systems security», 
passed with distinction.  He holds a Master’s in Management (Economics, Law 
and Finance) awarded by the Nancy IAE Business School. After spending three 
years with the MMA Group Information Systems Department, he joined the 
Axa Group’s Global IT/ISS Organization then, in 1999, was appointed Country 
Security Officer with the Deutsche Bank, responsible for deploying a corporate ISS 
policy. He joined ARO Weldings Technologies (IWKA Group then LANGLEY HOLDINGS) in 2001 as Head 
of Information Systems and Group CISO, moving to the Le Mans Hospital in 2007 as Information 
Systems and Organization Director and Head of Technical Systems. Since 2012, he has offered 
consulting services for Public and Private health care establishments, Hospitals, Hospital Groupings 
and Regional Health Authorities, via his specialized Proxima Conseil Consultancy.
Faced with the growing need for cybersecurity in the health care sector, in 2010, Vincent TRELY founded 
the APSSIS (Association for the Promotion of Health care Information System Security), bringing 
together stakeholders from right across the health care community. He also set up a partnership with 
the City of Le Mans and raised funds in order to organize the first National Health care ISS Conference 
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in the city in April 2011. The fifth edition of what has now become a major event was held in April 
2017, with 150 experts meeting for three days of presentations and lively discussions.
Vincent TRELY has taught for over 20 years in many colleges and universities and is a well-known 
speaker and lecturer. He frequently publishes articles in health care journals and presents papers on 
digital health care issues, connected devices and information security.

Dr. Erman AYDAY    15:00
Assistant Professor of Computer Science at Bilkent University, Ankara , 
Turkey

Privacy and Security in the Genomic Era
With the help of rapidly developing technology, DNA sequencing is becoming less 
expensive. As a consequence, the research in genomics has gained speed in paving the 
way to personalized (genomic) medicine, and geneticists need large collections of human 
genomes to further increase this speed. Furthermore, individuals are using their genomes 
to learn about their (genetic) predispositions to diseases, their ancestries, and even their 
(genetic) compatibilities with potential partners. This trend has also caused the launch 
of health-related websites and online social networks (OSNs), in which individuals share 
their genomic data (e.g., OpenSNP or 23andMe). On the other hand, genomic data carries 
much sensitive information about its owner. By analyzing the DNA of an individual, 
it is now possible to learn about his disease predispositions (e.g., for Alzheimer’s or 
Parkinson’s), ancestries, and physical attributes. The threat to genomic privacy is 
magnified by the fact that a person’s genome is correlated to his family members’ 
genomes, thus leading to interdependent privacy risks. This talk will help computer 
scientists better understand the privacy and security challenges in today’s genomic era.

Before that he was a Post-Doctoral Researcher at Ecole Polytechnique Fédérale de Lausanne (EPFL), 
Switzerland, in the Laboratory for Communications and Applications 1 (LCA1) led by Prof. Jean-
Pierre Hubaux. He received his M.S. and Ph.D. degrees from Georgia Tech Information Processing, 
Communications and Security Research Lab (IPCAS).
Erman’s research interests include privacy-enhancing technologies (including big data and genomic 
privacy), smart grid communications, wireless network security, game theory for wireless networks, 
trust and reputation management, and recommender systems. 

Yann ALLAIN, Director, security consulting division for IS and connected objects 
(IoT), SERMA Safety & Security  & Fabien PRESTAVOINE, R&D manager, STAGO   
15:30
Security of connected health devices
Presentation and experience-sharing on the implementation of cybersecurity conformity 
in a large-scale international project in the field of medical devices, subject to many 
different cyber-protection regulations (FDA, Auto 9, Auto 11, HDS, HIPPA, etc.). This 
presentation will examine a pragmatic approach and the different viewpoints of 
security experts and their clients, the pitfalls and risks to avoid and the good practices 
and «QuickWins» required to achieve the successful implementation of a health care 
ecosystem security plan.
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Yann ALLAIN
Yann ALLAIN, security expert and engineer in electronics and IT , founder Opale 
Security, bought end of 2016 by Serma Safety and Security, said S3. Yann is the 
former head of application security for an international group (ACCOR). He regularly 
speaks at international security conferences like Speaker & Trainer: Blackhat, 
Hack In the Box, Hack In Paris, etc. He has more than 20 years of experience in 
the field of IT security and embedded systems. Yann is currently Director of the 
security consulting department  of S3. He leads some offensive and defensive R & D 
projects such as the monitoring of technologies related to quantum computing. S3 also has innovative 
laboratories and tools in the security field, such as the Hardsploit product (Hardsploit.io) which is an 
IoT security audit tool.

Fabien PRESTAVOINE
With over 20 years of experience in software development, Fabien Prestavoine began 
his career as a C++ expert with SOPRA, before joining GEMALTO as a JAVA/J2EE 
expert. He later designed several software architectures for start-ups and major 
accounts.
He is currently STAGO’s Software applications manager, running a range of 
projects (Instruments, Web, BigData, AI, etc.) using AGILE management methods and 
in compliance with medical and security policy standards. He has worked in a wide 
range of business sectors, particularly in means of payment, transport and health care, providing his 
expertise in software development (Software Factory, DevOps, DevSecOps) and security (Risk analysis, 
in-depth defense, etc.)

Michel COZIC, CEO of Medecom & Pr. Gouenou COATRIEUX,  IMT Atlantique, 
Inserm UMR1101 LaTIM, France    17:00
Outsourcing imaging data to the cloud: when security gets in the way of innovation
In a context where health care professionals increasingly need to share medical 
information with each other, advances in information and communication technologies 
play a major part in the development of leading edge solutions designed to store, access, 
process and share imaging data in the cloud. However, many health care professionals 
worry about the security issues when outsourcing data under their responsibility. What are 
the specific security issues raised by medical imaging in a tightly regulated environment? 
How can end-to-end security be assured for images? We will answers these questions 
before presenting a security solution based on image and associated service protection 
using encrypted watermarking techniques which are compatible with current security 
solutions. Security should no longer be an obstacle, but an opportunity to innovate in a 
rapidly expanding market.

Michel COZIC
Michel Cozic is co-founder of the company MEDECOM for which he is R&D director. 
He obtained his engineering degree from the Ecole Supérieure d’Electronique de 
l’Ouest (ESEO) and a master degree in biomedical engineering (M.Sc.) from the Ecole 
Polytechnique of Montreal. He runs a team of engineers in developing innovative 
software for the radiology sector. He brings his skills in software engineering, image 
processing, security, radiology, DICOM / HL7 standards and quality.
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Gouenou COATRIEUX
He is currently a full professor with the Information and Image Processing Department, IMT Atlantique, 
Brest, France. He conducts his research in the Laboratory of Medical Information Processing, Inserm 
UMR1101, Brest, where he leads the research axis METIS (multimedia medical information analysis, 
protection and secondary use). He is also the head of the joint laboratory SePEMeD (Security and 
Processing of Externalized Medical Image Data). 
His primary research interests concern watermarking (images and databases), crypto-watermarking, 
secure processing of outsourced data & big health data, information system security, digital forensics. 
He is a member of the International Federation for Medical and Biological Engineering «Global Citizen 
Safety and Security Working Group» and the European Federation for Medical Informatics «Security, 
Safety, and Ethics Working Group,» and has contributed to the Technical Committee of «Information 
Technology for Health» of the IEEE Emb Society. He is an Associate Editor of the Innovation and 
Research in Bio-Medical and past associate editor of Engineering and of the IEEE Journal on Biomedical 
and Health Informatics, Digital Signal Processing. 
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SHOWROOM

APIZEE
Apizee fournit une plateforme WebRTC et des solutions SaaS clés-en-main 
de gestion d’assistance visuelle en temps-réel web et mobile. La solution de 
visio-assistance Apizee Diag dans le contexte de la télémédecine permet à 
des utilisateurs de collaborer en temps réel problématiques de diagnostic et 
consultation à distance. Cette plateforme sécurisée et certifiée HIPAA permet 
d’assurer la confidentialité des données transmises.

COPSONIC
The patented CopSonic technology allows communication between devices 
based on the use of ultrasounds to interact or transmit data. The SDK allows the 
integration of non-electromagnetic solutions as a complement or alternative 
to NFC or Bluetooth within use cases regarding Security (ID Management, 
payments…), Smart Detection (Geofencing, crowd interaction…) or IoT (M2M 
communication, remote control…).

KEREVAL 
KereVal is a test engineering laboratory accredited 17025 and PASSI qualification 
in progress. 
Its cybersecurity expertise in the field of health revolves around the axes: 
Consulting, Audits, Training, Evaluation of the intrusion detection.
Through their platform of interoperability testing and health system security, they 
test the implementation of medical data exchange standards and realize intrusion 
tests on Hospital Information Systems.

LAMANE
LAMANE’s goal is to make advanced data anonymity and exploitation solutions 
available to industrial players who collect personal data. Its offer is built around 
its ADAPT software suite (Advanced Data Anonymization & Privacy Tool) which 
translates users’ needs into security services. This software suite incorporates the 
components required to address privacy protection requirements in line with legal 
and regulatory provisions. ADAPT offers a turn-key solution for all needs related 
to the exploitation and reuse of these big data while ensuring total protection of 
data anonymity.
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SHOWROOM

ORIGONE 
ORISECURE uses Cognitive Intelligence to take action and protect IT & OT assets 
before cybercrimes occur. ORISECURE will automatically and continuously tackle 
key challenges: 
 � To prevent against cyber-attacks such as malware, phishing, ransomwares, 

guaranteeing security for assets and critical values.
 � To assess the maturity of security controls, your Governance Risk and 

Compliance Management Dashboards and reports.
 � To provide decision making support elements for effective actions to protect 

assets, by Identifying the attackers, their attack methods, the damages caused, 
and residual risks that may remain.

 � To train your teams in real-time scenarios to tackle the lack of competencies & 
skills on a simulated environment.

ORISECURE is the only Plug & Play, cost-effective, time saving, one-stop shop 
integrated platform based on a PAYGO model that tackles these hurdles all at once. 

SATT OUEST VALORISATION
SATT Ouest Valorisation has been the public research promotion operator for 26 
institutions in Bretagne and Pays de la Loire since 2012. Its mission is to offer 
companies attractive innovation resources from over 160 laboratories and 7,200 
researchers.

It is as part of this initiative that SATT now wishes to present market trends in the 
field of connected health objects (with the collaboration of the firm In Extenso) as 
well as a map of the patents highlighting the main academic and industrial patent 
applicants. SATT proposes that you discover several innovative projects such as a 
Connected Dental Prosthesis, a System to simulate blood pressure reading at the 
ankle, a smart bracelet for patient monitoring as well as a wheeled walker-cane 
secured by automatic locking.

SERMA
S3, your single contact for the SECURITY and SAFE OPERATION of your products 
and systems.
Because security and safe operation are closely linked and because the safety of 
connected products must give priority neither to the hardware nor software to the 
detriment of the system, we have developed a unique expertise, assessment and 
consultancy offer.
Set up in 2015, S3 benefits from the digital security and safe operation expertise it 
has been developing for the last 20+ years:

INDUSTRIAL ACTORS

Ressources d’innovation

www.origone.fr

   @origoneltd

www.ouest-
valorisation.fr

www.serma-safety-
security.com

SHOWROOM

@OuestValo

@SermaGroup
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• SERMA Group set up its CESTI (Center for Information Technology Security 
Assessment) laboratory in 1998. This laboratory now carries out over 200 
security assessments every year (from the chip to the full electronic system) 
40% of which are abroad.

• The Consultancy and specialized expertise business was boosted in particular 
through the acquisition of Surlog (2006) and OPALE Security (2016). We 
currently intervene on numerous industrial projects.

We support designers, integrators and users of complex systems to deal with 
all the issues related to security and safe operation: design, assessment and 
maintaining in a secure condition.
• Our businesses: security for products, information systems, embedded systems 

and more generally for the IoT.
• Our strong points: multi-sector experience, R&D investments, ability to make 

global offers.

Targets: industrial projects for which the confidentiality, complexity, connectivity 
and digitization of their systems require high levels of security and safety.
Key figures 2016:
• 90 staff
• 5 sites: Pessac (33), Guyancourt (78) and Rennes (35), Angers (49) and Toulouse 

(31)
• 25% of the business is dedicated to Research

SODIFRANCE
From Null to Domain Admin

The demonstration proposed is based on the experience gained during the various 
intrusion tests (external and internal) carried out by Sodifrance since 2015 in 
the health area in order to propose a comprehensive attack scenario or how the 
accumulation of more or less critical vulnerabilities can lead an external attacker 
taking over control of a health institution’s IS.

Security activities in health

Since 2014, Sodifrance has been supporting health establishments specifically in 
the ISS area (Information Systems Security). Through such programs as Hôpital 
Numérique (Digital Hospital), hosting health data or implementing GHT groupings 
(territorial hospital groups), Sodifrance has been providing its customers in this 
field with cutting edge support in drawing up policies, governance systems, risk 
management processes, audit and intrusion testing, health data host files but also 
ISO27001 health training and customized coaching.

www.sodifrance.fr

@Sodifrance
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VISAGES - IRISA/Inria research team 

Your service desk for research in medical 
imaging 
Michael KAIN

The node Information Analysis and Management 
(IAM) is the transversal node of France Life 
Imaging (FLI). FLI is a national infrastructure, 
which aims to coordinate and harmonize the 
network of resources on in-vivo imaging in 
France. The principal objectives of IAM are the 
construction of an infrastructure for storage 
and management of clinical and pre-clinical in-
vivo imaging data, as well as offering services on 
image analysis and processing.

VisAGeS is a research team at IRISA/Inria Rennes 
involving in many fields of the international 
medical research. Every last one of the following 
issues is addressed in our unit: Medical Imaging, 
Neuroinformatics, Neuroimaging, Data Fusion, Image 
processing, Neurological Pathologies, Neurosurgery, 
Deep Brain Stimulation, Brain Organs and Pathologies 
Modeling and Management of information in health.
www.irisa.fr/visages

TAMIS - IRISA/Inria research team

Malware detection via behavioral analysis: 
how can we evade data theft? 

Axel LEGAY & Fabrizio BIONDI (Demo)
The demo shows how classical anti-virus 
solutions can be bypassed by malicious 
programs, and how our approach can stop this.

TAMIS is a cybersecurity team at IRISA/Inria Rennes. 

The team studies new attacks (offensive security) on 
complex systems and technologies. It also study a 
panoply of test-based and formal methods approaches 
to detect vulnerability and malwares. The team 
implements the research done within the High Security 
Laboratory (LHS) and has strong collaborations with 
(certification) authorities and industry groups.
team.inria.fr/tamis

PACAP - IRISA/Inria research team

Compiler-based automation of side-channel 
countermeasures
Nicolas KISS

We present a compiler enhancement to 
automatically insert at compile-time «generic» 
protections against physical leakages (e.g. power 
consumption).
This topic addresses in particular embedded 
devices that manipulate sensitive data. The 
tool is developed as part of the SECODE project 
(ANR-15-CHR2-0007).

PACAP is a research team at IRISA/Inria Rennes 
focusing on the performance of computing systems. 
Its members are especially interested in compiler 
optimizations, microarchitectural enhancements, 
binary programs instrumentation, and worst-case 
execution time estimation.
PACAP uses its expertise in these domains to contribute 
to the HiPEAC Network of Excellence and collaborates 
on numerous projects (ANR, H2020...) with awareness 
of some crucial aspects such as energy efficiency, 
reliability, and security.
team.inria.fr/pacap

SHOWROOM
ACADEMIC POSTERS

SHOWROOM
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COMINLABS - PRIVGEN PROJECT

Privacy-preserving sharing and processing of 
genetic data 
Gouenou COATRIEUX

The PrivGen project aims at providing new 
techniques for making secure and protect the 
privacy of shared genetic data that is processed 
using distributed applications, but not only. The 
objective is to make possible and facilitate the 
secure sharing and processing of genetic data in 
between researchers in the cloud so as to allow 
the better understanding of the relationship in-
between deceases and DNA.  To do so, PrivGen 
proposes to develop: 
 � new data protection means based on 

watermarking, encryption, processing of 
encrypted data and fragmentation techniques; 

 � a composition theory for security mechanisms 
that allows the enforcement of security and 
privacy properties in a constructive manner on 
the programming level; 

 � new service-based techniques for the secure 
distributed processing of shared genetic data.

www.privgen.cominlabs.ueb.eu/fr

EIT DIGITAL - PhD, MADRID

Protecting Implantable Medical Devices
Carmen CAMARA

New technologies are appearing to provide a 
more efficient treatment of diseases or human 
deficiencies. Implantable Medical Devices (IMDs) 
constitute one example, these being devices 
with more computing, decision making and 

communication capabilities. Several research 
works in the computer security field have 
identified serious security and privacy risks in 
IMDs that could compromise the implant and 
even the health of the patient who carries it. This 
article surveys the main security goals for the 
next generation of IMDs and analyzes the most 
relevant protection mechanisms proposed so far. 
On the one hand, the security proposals must 
have into consideration the inherent constraints 
of these small and implanted devices: energy, 
storage and computing power. On the other 
hand, proposed solutions must achieve an 
adequate balance between the safety of the 
patient and the security level offered, with the 
battery lifetime being another critical parameter 
in the design phase.

ACADEMIC POSTERS

SHOWROOM
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Organisation committee

BRETAGNE DEVELOPPEMENT INNOVATION 
(BDI) is a regional development agency 
financed by Bretagne Regional Council and 
European funds. We have 45 staff who 
develop services around the region’s core 
sectors of excellence: cyber security, marine 
renewables, smart grids, electronics, digital, 
food factory of the future and sailing.
We have a dense and well coordinated 
ecosystem which has made Bretagne a 
leading cyber region with its 130 businesses 

including 60 pure players, over 20 training 
organisations and around 30 research 
teams.
As such we can help you identify 
complementary capabilities, connect with 
prime contractors in the relevant fields, 
get listed in our business observatory, find 
partners for collaborative projects and gain 
access to our information service about 
financing tools.

EIT Digital is a leading European open 
innovation organisation that brings together 
a partnership of over 130 top European 
corporations, SMEs, start-ups, universities 
and research institutes. EIT Digital invests in 
strategic areas to accelerate market uptake 
of research-based digital technologies 
and to bring entrepreneurial talent and 

leadership to Europe.
EIT Digital is a Knowledge and Innovation 
Community of the European Institute 
of Innovation and Technology (EIT). EIT 
Digital headquarters are in Brussels with 
co-location centres in Berlin, Budapest, 
Eindhoven, Helsinki, London, Madrid, Paris, 
Stockholm, Trento and a hub in Silicon Valley.

Bretagne’s health sector is brought together 
and led by ID2Santé*, a technological 
innovation centre that is on hand to support 
innovators specialising in health. We are 
with you from the concept to the validated 
product or service.

At ID2Santé, we bring together technologies, 
users and markets as a way to encourage 
innovation. We also liaise across regional, 
national and international networks.
*We are a not-for-profit organisation serving the 
healthcare industry

www.bdi.fr

www.eitdigital.eu

www.id2sante.fr
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IRISA (Institut de recherche en informatique 
et systèmes aléatoires), is a joint research 
centre for Informatics, including Robotics 
and Image and Signal Processing. On 
these themes, Irisa is positioned as the 
premier research laboratory in Brittany 
with campuses in Rennes (35), Vannes (56), 
Lannion (22), and Brest (29).
With 8 trustees (CentraleSupélec, CNRS, 

ENS Rennes, IMT Atlantique,  Inria, INSA 
Rennes, Université de Bretagne Sud, 
Université de Rennes 1), IRISA forms a 
research cluster of excellence in the domain 
of Digital Sciences, with scientific priorities 
that include bioinformatics, software 
and system security, new software 
architectures, and virtual reality.

www.irisa.fr

Contact : Tiphaine LEDUC | +33 (0)6 75 71 49 49 | t.leduc@bdi.fr

BRETAGNE DÉVELOPPEMENT INNOVATION 

EIT Digital

Contact Rennes : Yvonnick DAVID | +33 (0)7 84 00 14 92 | yvonnick.david@eitdigital.eu

ID2Santé TO HELP YOU INNOVATE IN HEALTHCARE   

Contact : Roxanne AMELOT |  +33 (0)2 23 23 73 21 | roxanne.amelot@id2sante.fr

IRISA

Contact : Karine Chatel | +33 (0)2 99 84 22 92 | Karine.chatel@irisa.fr
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Images & Réseaux is the reference cluster for 
digital innovation in the Pays de la Loire and 
Brittany regions at the crossroads of sectors 
in four priority markets: smart territory, 
smart home, e-education and e-health. 
From project factory to product factory, it 

stimulates and supports collaborative R & 
D projects carried out by innovative regional 
and international economic players (major 
groups, SMEs, ETI, research laboratories, 
clusters, startups ...).

www.images-et-reseaux.
com

www.cominlabs.
ueb.eu

www.een-ouest.fr

CominLabs is a Laboratory of Excellence 
(Labex) and has been operating since 
2011. CominLabs gathers people from 
9 labs (Foton, IETR, Inria center, Irisa, 
LabSTICC, Latim, LS2N, LTSI, MSHB) with a 
wide community ranging from electronics 
to computer science, applications over 
the web and digital health, and including 

social sciences. CominLabs scientific main 
foci are: cybersecurity; ICT for health; 
waves, networks and IoT; signal and image 
processing. CominLabs put emphasis on 
research and operates on a project basis 
with a portfolio of about 40 projects. 
CominLabs has developed an original and 
efficient research management policy.

The Enterprise Europe Network helps small 
and medium-sized enterprises (SMEs) make 
the most of business opportunities in the EU 
and beyond.
Bringing together around 600 business 
support organisations from more than 60 
countries our experts can help you to find 
international business partners, source 
new technologies and receive EU funding or 
finance.

The Enterprise Europe Network can help 
your business find the right international 
partners to access new markets and to 
develop new projects.
That’s why, we organize and arrange 
your participation on this international 
matchmaking events and invite you to book 
meetings !
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Digital innovation through R&D collaboration 

Contact : Stéphanie GERON-BLAY | +33 (0)2 57 19 94 44 | 
sgeronblay@images-et-reseaux.com

Contact :  Thomas Jensen  | +33 (0)2 99 84 7478 | thomas.jensen@inria.fr

COMINLABS

 Enterprise Europe Network

Contact : Pierre SERVEL | +33 (0)2 99 67 420 4 | p.servel@bdi.fr
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Practical information
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POLE NUMERIQUE
Rennes Beaulieu

VENUE
Pôle Numérique Rennes Beaulieu 
(PNRB)
Campus de Beaulieu, Bât. 09B
263 Av. du Général Leclerc
35042 RENNES 

TAXIS
Taxis Rennais
+33 (0)2 99 30 79 79    
www.taxisrennais.fr

Rennes Taxis
+33 (0)7 87 91 71 49
rennes-taxi.fr
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