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Executive Summary

Nowadayscybersecurity is not only a trending issue but also a very dynamic one. Under the
light of many cybersecurity attacks that have caused havoc at European and International
level andproduced considerabledamages, it became eviderthat cybersecurity shifted from
an IT and operational matter only towards a business riskwhich needs to be continuously
monitored and properly addressed

The Assessment of the EU's educational portfolio for professionals including the
CONCORDIA onesevealedheterogeneity both an the cybersecurity jobs market and an the

cybersecurity courses offer.There is a variety of courses bu not necessarily industry
specific, especially the ones addressed to middle managers and executivéise main
audience we are targeting Besides, they cover mainly academic and technical knowledge
and to a lesser extent business aspects and handa comporents for which the industry
actors are interested in The existing courses lack consistency in addressing a competence
framework and a career path in their design thus making the effort of the individuals to
choose the right coursdo cover their professional needsdifficult . These findings werelater
confirmed by the ENISA reportCybersecurity Skills Development in the Eiwhich Gound
that there are several issues affecting cybersecurity education, which include the lack of
cybersecurity educators, poor interaction with the industry, little understanding of thelabor
market, outdated or unrealistic platforms in education environments and ficulties in
keeping pace with the outside worldd

The Methodology proposed in thisdlocument aims at addressing these gaps by considering
the actual needs of both the industryimpacted by cybersecurity (e.g. Telecom, eHealth,
Transport, Defence)and the industry professionals. It is aimed at complementing the

existing ENISAGood Practice Guide on Training Methodologies

The document is structured in three chapters:

Chapter 1. provides an overview of theCONCORDIA findings so far with respect to the
courses already offered by the consortium partners to the different categories of
cybersecurity professionals and the outcome ofthe CONCORDIA Feasibility study on
existing Certification Schemesor skillse. The conclusions of these analysese used to tailor
the Methodology to the specificity of thecybersecurity domain.

Chapter 2. describesthe processfor designingand deploying a coursewhile also describing
its different steps and proposing a timeline for the process implementation.

Chapter 3. starts with introducing the topics of the Methodology. As these elements are
sometimes specific to one step of the process but most of the time relevant to more than one

5 https /lwww.enisa. europa eu/newsﬁaﬂnews/gooepractlcegu|deon-tra|n|ng-methodologleq)ubhshedby enisa
6 Planned to be published on the CONCORDIA website in June 2020
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of them, the chapter continues with mapping the Methodology topics against the proceéss

steps. It gets afterwardsinto the details of the Methodology topics by providing for each
individual topicsA OAQET 1 AT Ah TATOARPEAOOOEOA COEAAT AA |
an Examplebox pointing to a concrete case and/or providing useful liks and suggestions.

The documentends with a check list summarizing the elements of the Methodology and

could be used as a support for course providers in their work of developing new content.
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Chapter 1CONCORDI&dingsso far

TheCONCORDIA courgasessment papér

In view of assessing the existing CONCORDIA cour$asscybersecurity professionalswe first
looked into the existing market framework and (1)outlined the key cybersecurity needs and
challenge areas(2) looked into the different cybersecurity competencies needed and some
of the relevant courses offerings(3) explored the market needs in terms of cybersecurity
skills and (4) presented existing models in support of matching the companies needs with
the skills offers. We then asked the QGCORDIA industry partners about their needs in terms
of skills and technical people and check to which extent tise are addressed by the actual
CONCORDIA educati@hoffer for cybersecurity professionals.

The summary of theconclusionsrelevant for designing a coursenethodologyis as follows:

1. Target audience
More general cybersecurity awareness needs to be offered across different industries,
not necessarily technical ones, thus targeting notraditional cyber audience. In this
respect the following topics could be envisaged: Economics of Cybersecurity within
an organization, Cybersecurity for lawyers, Cybersecurity fogeHealth, Cybersecurity
for investors, andCybersecurity for stakeholderss CEOs/CFOs

2. Content
Content wise, the coursesshould be developed in relation to an agreed EU
competence framework. They should be industry specific and built starting from clear
learning objectives defined in direct collaboration with the targeted industry
representatives. No matter the target audiencewithin an industry is, a broad
approach to the topic would be advisable, as to cover both technicahd business
knowledge. The weights of the different subjects should be balanced according to the
specific profile of the target audience. The hand®n approach and real case scenarios
adapted to the specific audience should be favored.

3. Language
Choosing English aghe main languagefor teachingwould open up the content to the
whole European marketthus increasing the overallcoursesoffer for cybersecurity
professionalwhile also suppating the mobility of skills cross-country.

4. Format
The online format of the courses is preferred by the employers whereas the fate-
faceformat is the first option for the employeesA blended format would serve both
interests.
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5. Certification
Undoubtedly, certifications are important in the process of recruitment of cyber
professionals. Yet the inhouse courses offered to the existing employees are not
necessarily selectedy the employersbecause of the certificatioroption.

The CONCORDIA Feasibility study on ex@illgCertification
Schemes

During the last years, sveral surveysindicate an increase of dynamicity and complexity of
cybersecurity landscapeand a shortage of relevant competencies of the thouse personnel
within the organizations in parallel with a general shortage of cybersecurity related skills on
the market. The GCONCORDIA Feasibility study on existing Skills Certification Schemes
pointed to some elements relevant to the present work on developing a Methodology for
content creation and deployment for professionals.

1. Sills gap zthere is aneedfor a mix ofknowledge and skills
The new ISACAs 2020 State of Cybersecurity reperfinds that companies are short
staffed and finding cybersecurity staff with the right skillsets continues to be dicult.
According to thereport, only 27% of the participants to the study say that recent
graduates in cybersecurity are weHlprepared. They alsoreported the top five skills
gaps as being soft skills (32%), IT knowledge and skills gaps (30%), insuffioie
business insight (16%), cybersecurity technical experience (13%) and insufficient
hands-on training (10%).

2. Certification z are important and bring added value
According to the(ISC)? G/bersecurity Workforce Sudy, 201910, in the top ofthe mog
important qualifications for employment, cybersecurity certifications are ranked in
Top 3, after relevant cybersecurity work experienceand knowledge of advanced
cybersecurity concepts. Besides, in building their cybersecurity teams, 70% of
organizations give priority to training and promoting from within, according to
previous (ISC)? researchi. 57%of them offer training and certification opportunities
to employees to strengthen their teamsAlmost half of organizations represented in
the Cybersecurity Workforce Study are planning to increase their security training
budgets within the year 2020.
11 T1T¢C xEOE POOOOETI ¢ OEAOA AT A 1T OEAO AUAAO
respondents say that cybersecurity certifications and training are important for
maintaining and advancing their careers. The vast majority,8%, are either currently

pursuing cybersecurity certifications or planning to in the future.

3. Taxonomy z different approaches, none European wide

8 To be published in June 2020 on the CONCORDIA website
. . : 3 :
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There are several approaches regarding a taxonomy of cybersecurity e.§.CM
Classification Systene, NIST CSRC Taxonomsy IEEE Taxonomys, ETSI T&yber
working group domains, IFIP TC11 Working GroupsTtbaseline protection catalog
(IT-Grundschutz). Yet none of them is adopted at European level although they
should be considered as a reference when developing courses for professionals.

The complexity of the cybersecurity domairalsocreates acomplexity regarding the different
skills and roles related to cybersecurity practice. When developing a coursefor

cybersecurity professionalsthe Methodology appliedwould need to consideraddressingthe

skills gap while placing the learning objectives nto the context of a career path and the
associatedcertification schemes.

The CONCORDIAssessment ofL4 well-known certification schemesconcluded with alist
of 9 roles and specific levels not covered by them. As to complement the present
Methodology, a framework for a CONCORDISKills certificate will be developed andaims to
be piloted by developinga certification scheme fora Cybersecurity Consultant profile.
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Chapter 2The procesfor designingand deploying course

The proposedprocesshas at its core an industry the industry needs in terns of upskilling
their personnel and/or hiring skilled workers as to ensurea good return on training
investment. The courses developedunder this processwill also help individuals interested
in a career shiftor development bygaining the specific knowledge and skillshe industry
they are targeting are looking for. Ultimately, the industry approach will also serve the
coursesdproviders with respect to monetizing their work.

Processwise we propose a staged approach which foresees the involvement of the industry
in validating the most relevant profile(s) to be targeted by the course, defining the learning
objectives, and piloting the first version of thecourse before opening it up to the European
market.

The processfor the creation of content and deployment of a coursdepictedis in Figure 2.1t
contains the following stages: ENGAGE, DEFINE, PRODVGH.IDATEand DELIVER The
outcomes envisioned to be reached after the individual stages are briefly named right under
the associated stagesA time frame of eight months from thebeginning of stage ENGAGE
until the end of stage VALIDATEvas estimated by the several course proviérs to be
reasonable with spending two month on DEFINING the right learning objectives and
associated competencieand up to four months for PRODUCING the conteffor the course
An agile approach based osprints would be foreseen for thesewo stagesto ensurethat the
outcomesare respanding to the specificindustry needs.

Although during the ENGAGE and DEFINE stages, the interaction is mainly at the level of
corporate representatives with decision power, it is important to remember that the
knowledge and skills gained after following a course, including the associated certificate will

stay with the individuals. Sqg if when DEFINING the contenthe corporates inputs arevery
important, in the PRODUCE and DELIVER stages,the AEOEAOAI 06 AOOEOOAA
would be mainly considered Thus, the Methodology should consider both the organizations

needs for upskilling their personnel and of individuals looking into advancing in their

careers.

Cluster needs per
industries

Refine after (1)

K&S for Profile;
Learning objectives

CONCORDIA
pilot-course

(2)

e g O T 5T

Figure 1: The process fordesigning and deploying a course
www.concordiah2020.eu June2020
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The ENGAGEtage s built around an Online Surveywhose main objectiveswould be to
validate the specific profiles to be targeted by the courseand to collectinitial input on the
learning objectives and the associated competences intended to baeveloped during the
course.lt will also help in identifying the actors interested in getting further involvedin the
process

The DEFINE stageonsistsof organizing a multi-stakeholderworkshop with representatives

of different AT | B A frdnfate same industrysector or segmentduring which the most
in-demand profile is identified, along with the associatedneeded competences.Based on
these elements specific learning objectives are derivedin this stage, the fomat for the
delivery of the content could be ageed and also the overall length of the courselr'he multi-

stakeholder workshop will be followed-up by specific communicationwith the group

identified in the ENGAGE stagd his will ensure thatthe outcomes of the workshogan with

a small group ofindustry representatives is validated bythe community. This stageis
estimated to beimplemented in two months.

The PRODUCE stagdmiilds on the outcomes of the previous &p and consists of developing
a specific curriculum and the associatedcontent materials. This step $§ mainly led by
academc actors but with support of representatives from the industry targeted by the
course in order to ensurethe relevance of the case studies androup exercises.Several
iterations should be foreseenin this step, in order to ensure the different elements of the
courses are adapted to the needs of the targeted industriyhe elements to be assessed and
adjusted would be the ones linked to (1)the time allocation for the individual learning
objectives, (2) the split of the content between the different forms of delivery, (3) the
selection of the case studies andhput data for the group exerciseThis stagewill require
approximately four months to be completed.

The VALIDATE stageepresents the deployment of thefirst instance of the course as a pilot.
Based on the feedback received dm the participants but also fom the different lecturers
involved in the processthe course contentand its deploymentmethod will be refined if the
case.The feedback collected after the VALIDATE stage could be also used in identifying new
needs for skills development which could be further used in developing complementary
courses.

The new coursewill then enter in the DELIVER staggeready to be offered tadifferent other
professionals within the same industry Some small refinements and/or adaptations could
alsobe foreseenat this stage They could bedriggered for instance by thefeedback collected
following previous iterations of the course the casestudies or simulations where
participants might be required to propose some entry datgrior to the course date or to
ensureit properly addressesthe cultural differencesof a specific groupaudience.

www.concordiah2020.eu June2020
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Chapter 3The Topics of the CONCORDIA Methodology

The CONCORDIA Methodology proposes to develop courses for professionals targeting
individual industries and their specific challenges. Cybersecurity is laorizontal topic and it
could be argued that the majority of skills could be easily transferred from one industry to
another. Yet, considering the audience targeted nametgiddle managers and executivesr
alike, a focus on specific industry challenges wdadi be the recommended approach as to
ensure that the competencies developed, and the skills acquired via the course would be
applicable immediately.

The Methodology looks into addressing the following topics:

Understand your target audience
Look into their needs

CONCORDIA
Methodology

topics

Figure 2. CONCORDIA methodology for creatiaf courses for professionals

Mapping the Methodologtopics with theprocessstages

Some of the elements included in the CONCORDIA methodology are specific to one step of
the process but most of the time they need to be considered from different angles depending
of the specific step of the process to be deployed.

When mapping the different elements of the Methodology with the process for the
production and delivery of a course we come to the following structure:

www.concordiah2020.eu June2020
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Process Stage DATE/
— mm o | Yo

Understand your target audience
Look into their needs . . ®
The course content ®

Choosing the lecturers

Lesson design

The delivery strategy

Consider the evaluation strategy

The importance of certification .

Looking into partnering . .
Figure 3.Mapping the Methodology Topics with the ProcesStages

While somemethodologytopics are verngpecific toone stag in the process of developiagd
deployinga course such as thosknked to the actual producing of the contenost of thenare
coveringat least two stages three mainly tre sequencBEFINE-PRODUCEVALIDATE. We
ensure this way thpics areconsideredll along theprocess

Implementing the Methodology topiesiow-To

Understand your target audience

Associated Process Stages:ENGAGE an®EFINE

Adults like to be autonomous in their learningorocess. They have different backgrounds and
professional experiences and have a good ide&their needs for professional development.
They are goal oriented thus need to know upfront what a specific course can offer theAs
professionals working in a canpany, they have limited time availability anddefined budget
for training. Thus, they are looking for practical information possible to be applied
immediately in their daily work. Ultimately, they are looking for networking opportunities
but also to havesome fun.

On the other hand, theorganizations interested to upskill their personnel, are looking for
courses to be offered to their employees and which are close to their business needs and
characteristics in terms of industry, size of organization, stagof development.

How-to:

- Do a desk rsearch- check for the latest reports issuedby well-known international
cybersecurity organizations with respect to the gaps inthe skills market.

- Engagewith your target audience- target the group at large from the early stage of the

process by collecting general information on their needs for knowledge and skills
development Views coming from different profiles within the same target group could
www.concordiah2020.eu June2020
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help in better understanding the needs for skills dvelopment based on their role €.g.
employer / employee / individual ). The Engagement could take the form of an online
survey or a webinar for instance.

- Consider genderinclusive strategies- the gap in the skills marketcould be flattened by

encouraging more women to start and/or develop a career iybersecurity. Thus, it is
important to consider having them considered and involvedrom the beginning of the
process.

- Offer a platform for communicatian - build a network of professionals from different

industries interested to staying in contact with your organization, and open tacontribute
further to the pool common knowledge

- Consider the cultural differences- as the courses to be developed aim at addressiram
international audience some specific factors would need to be considereduch as
countries / geographic areg languagetraditional learning formats,timing for live online
seminars, as they will influence the designof the course

Example 1 z CONCORDIA course dor Cybersecurity Consultant

Based on the conclusions of the Assessment paper and Feasibility study briefly descr
OEA DPOAOGEI 60 AEADPOAOO xA EAOA EAAT OE£EE
for the EU narket. In view of validating this profile and for scouting the interest of tl
different actors in getting further involved in defining the specific needs in terms
knowledge and skills development, we have created a survey by ESih§urvey platform
The survey was shared with individual industry partners but also members of the indu
organizations such as European CyberSecurity Organizat{®@CS and European SMt
Alliance. Atwo x AAEOS8 OE | Aogaied forkthe xol@dtiorAdf the feedback, durir
which the link to the survey was promoted also on social media (Twitter and LinkedIn).
Via the survey we collected input from both cybersecurity professionals and
middle/senior managers thus ensuring broader coverage of views.

Look into the needs

Associated Process Stages: ENGAGEDEFINEand VALIDATE/DELIVER

Before deciding what is the topic of the new course to be developed, a needs analysis
required in order to identify unmet needs d the specific market with respect to the target
audience Different factors/trends can lead to the appearance of a new neddr training in
the cybersecurity domain, between themtechnical developmentsnew cyberattacks policy
developments The identified unmet needs with respect to the trainingwould then need to
be validated with the target audiencein view of understanding O E &b t©be donasé A O
create the right set of customer experience

1isKnow Your Cust ome r-§oClafitdndvb Ghristeaser €addy tallekaren Dillon, and

David S. Duncan, 2016nttps://hbr.org/2016/09/knowour-customergobsto-be-done
www.concordiah2020.eu June2020
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How-to:

- Do a market research check for the existing courses addressinthe different needs of
the target audience Look into the online offer and the faceto-face offer, on courses
offered for free or against a fee, omgeneral courses and tailored made courseson
location, timing and language usedor teaching.

- Check for trendsz market analysis but alsonew research areasnentioned in EU calsare
a good indicator of the short and medium-term needs for competences and, in turn,
coursesto be developed and offered to professionals

- Cluster_the needs per industry - the needsfor upskilling/reskilling of cybersecurity

professionals could differ from one industry to anotherThey will be reflected in defining
the learning objectives and/or in selecting specific case studieShe physiciansmanaging
b A O E flids énwiorking with medical devicessending information viaWIFI would look

for different knowledge than theinvestors in the cybersecurity startups and scaleups.
Telecom industry companiesand banking sector couldprioriti ze differently the various

cybersecurity threats. Check with specific industry representativesabout their actual

O b A lch as specific assets needed to be protectednd the missing knowledge and
skills within their organi zations.

- Check for needs per profile each job profileis characterized by a set of competencies
knowledge-skills. Direct communication with the HR representatives, CTOsof the

companes, managers or individual professionals looking into learning about /
developing a career ircyberseaurity would help in narrowing down the previous findings
with respect to the type of knowledge requiredthus supporting the process ofdefining
the learning objectives

- Seniority matters - building a career in cybersecurityfollows a specific career pathThe
more aprofessional advancesn their career, themore he/she needsto considera holistic
approachin developing his/her professional profile by including in their formation soft
skills and business skills

- Considerfeedback loops- the needscould slightly changeduring the time between their
initial identification and the deployment of the course.For instance, new attackrends

and mechanismscould shift the attention of the industry to a different set of assets than
the onesiniti ally considered important. An agile approachwith periodic sprints would
ensure the relevance of thecontent presented during the course to thelynamic of the
industry needs.

Example 2 z CONCORDIA coursdor Cybersecurity,Consultant

We ran a survey asking different industries representatives to provide their views on
relevance of theCybersecurity Consultant profile (or alike) for their organizatien the
different areas this profile should be knowledgeabli order to carry on the duties of thi
role effectively, the importance of having a good understanding of cybersecurity rdl;
business and economics topjesid the most criticalcybersecurity related Technologies an
the associated Cybeattacksa specifiandustry is currently facing.
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Following the input collected via thesurvey and having as background information th
market research part of the Assessment paper and Feasibility study mentioned ir
previous chapters, we mua multi-client workshop.The purpose of the workshop is to brir
together the industry representatives interested to use the future course for upsgilte -
skilling personnel and academia representatives who will further develop the content ¢
definethe Learning Objective@he knowledge to be transferred and the skills to be develoj
via the course)

Useful links:
cyberwiser.eu assessment toaé
e-Competence frameworkz
| . f level ki
NIST frameworkia
Cybersecurity Career Pathwazo

The courseontents

Associated Process Stages: DEFINE and PRODUCE

The specificneedsidentified for the targeted industry and for the specific profilewould need
to be mapped againsthe skills framework. As the courses foprofessionals aresupposed to
be short in order to ensure flexibility in following them, they would target to address a
limited number of knowledge and skills. Hence,the needsidentified in the previous steps
could be clusteredand plannedto be addressed ina series of coursesThis approachwould

be beneficial alsofi foreseen to attachthe course(s) to a certification scheme.

How-to:

Place the course in the big puzzlethink about your course as part of a portfolio you can

add more courses later.

Define the learning objectives z we recommend targeting within a course for

professionals between 2-4 learning objectivesand to mix the knowledge needs from
different cybersecurity framework areas NICE Cybersecurity Workforce Framework
(NICE Framework) which builds on cybersecurity profiles group the knowledge and
skills in six main areas:Securely Provision / Operate and Maintain / Oversee and Govern
/ Protect and Defend/ Analyze/ Collect and Operate / Investigate By planning to

addressknowledge from different areas would allowon the one handaddress the needs
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of a larger audienceand on the other handwill help the learnersunderstand the different
dimensions of the business

- Decide on thetype and depth of knowledge to be provided depending on the target

audience and their needscheck thesyllabus of the course with the potential customers
and decide on the weight ratio between thelifferent learning objectives selected.

- Bring real life examples- look into the latestresearch and industrydevelopmentson the
topic, identify relevant examples and collect concrete figures The participants to the
course could be encouraged to bring their own cases to biebated in group

- Keep your course up to datg focuson recent topics in the area of the course.Common

knowledge is important to be covered but latest developments on thetopic keeps the
courseinteresting.

- Ensure a falanced to needs content z split the time between teachingtheoretical
conceptsand the practical information. Favorworking on industry relevant case studies
and, where feasiblgesting them in practicevia hands-on/lab activities .

- Define the teaching language we recommend using English as teaching language; yet,

other languages might be considered, depending on the lectu@ri@nguages skills, the
format of delivery of the course,and the participants to the course.This option could be
foreseen in case of Faet-Face courses. In case of online content, subtitle in English
should be included.

- Develop supporting materials in_Eglish z no matter the teaching language, it is

recommended to develop the support documents in English as to ensure an openness to
an international audience, both from the perspective of attendance of the course and of
collecting feedback for further improvement.

- Suggest additional resources provide links to other relevant complementary contentz

it will help the learners continue to improve skills after thecourse.

Example 3 z CONCORDIA course fon Cybersecurity Consultant

We have chosen for the Bgrsecurity consultant profile three learning objectives out of whi
two are technical and one linked to the business impact of the different measures taken
be taken within the organization. The objectives will wear different weights in the cou
content development.

Objective Iz THREATS

Update on the existing and emerging cybersecurity threats of the XYZ industry, the ¢
possible to be impacted, and the latest models of attacks.

Objective Z TECHNOLOGY

Become knowledgeable about specific technological threats (ideedifiogether with the
targeted industry) by learning how to anticipateand prevent them, while developin
proactive management skills

Objective ¥ ECONOMICS and BUSIISES
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Get an understanding of the ecomics behind cybersecurity activities within yot
organization. Learn about risk management and information security to protect t|
corporate reputation and preserve customer loyalty.

Based on the Learning Objects, a selection of different knowledge and skills to be targe
by the course will be identified. The selection will also consider the level of importance ¢
specific knowledge and skills to the profile and their relationship with existing certificati
schemes.

Choosing the lecturers

Associated Process Stage:PRODUCE

The courses addressing professionals are often delivered Ispecialized trainers. Yet some

others are offered by universities having atecturers university professors.Theseare highly
experienced in addressng theoretical topics and in presenting them in front of a large

audience. They know how to structure the @ntent and introduce the subjects in a gradual
way by building on the previously acquired knowledge. This model works very well in

universities where students havea similar level of knowledge on the topicBut this is notthe

casewith a group of professbnalsz see thesectonO51 AAOOOAT AET ¢ UT 60O

How-to:

- 7TET 80 OFE A& wheA ladRifydoh @werses, one of the important criteria considered
by the professionals is the name of the lecturer(s)Are they experts in the topics they
cover? Are they recommended by other expertsDid they get positive feedback from
former courses?Are they collaborating with industry in large projects? A positive answer

to these questions would increase the chances for the professionals to get immediate

answers to acute questions, even beyoniut in correlation to the learning objectives of
the course.

One lecturer or more?z we are advising delivering the course by more than one lecturer.
On the one hand it would help ensure a certain dynamic of the flow of teaching by
alternating the style and tone or even for roleplaying; on the other hand, it wouldhelp
cover broader teaching competences, specifically important in models where
experimental, handson parts are envisaged.Furthermore, guest speakers could be
envisaged to be invitedto give short inspirational talks during the class.And when
possibleconsider ensuringthe gender-balance among pool of lecturers/speakers

Going digital z the model for course creation we are proposing in this Methodology
foresees the development of content both for faceo-face sessionand online sessions. It
is thus paramount for the lecturer to be at ease with using the different technologies to
create and deliver content online.

The professional speakersz passing the right information in an attractive way as to
capture the audienceand keep them engaged anmhterested in the whole duration of the
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